5

SN

X

X7

v,

S 2K

DEHN protects.

Digital Measurement Technology for the Smart Grid
in Low-Voltage Systems

Customer

$<< Netze BW
Netze BW GmbH

Project overview
Industry
Energy/grid operator

Application

Monitoring the power quality
of transformer substations

Services
DEHNrecord SD

www.dehn-international.com



DEHN protects.

Digital Measurement Technology for the Smart Grid
in Low-Voltage Systems

T Ly = s

Monitoring the low-voltage power supply in a digital substation

As the largest grid operator for electricity, gas and water in
Baden-Wirttemberg, Netze BW GmbH stands for secure, reli-
able, efficient and cost-effective supply and customer-orient-
ed grid service. Its network area covers 17,521 km2 - an area
roughly 33 times the size of Lake Constance. Netze BW is lay-
ing the foundations for a digital, intelligent network, the so-
called smart grid, with ultra-modern transformer substations.

The challenge

The increased infeed of renewable energies and the increase
in electricity demand are changing the demands on the pow-
er grid. In order to keep pace with this development, it is
important to modernise the network infrastructure and this
includes the digitalisation of the networks.

Low-voltage measurement technology in particular is a chal-
lenge here. The FF-U 2.0 architecture requires support for
modern communication protocols such as MQTT and EST. The
devices available on the market often speak with outdated
protocols from the automation world (e.g. Modbus), have in-
sufficient management functionalities and lack integrated se-
curity functions (e.g. encrypted data transmission).

The solution

The new operating standard from Netze BW enables all de-
vices to be rolled out and operated via an IT management
platform in a highly scalable manner. Power quality monitor-
ing with DEHNrecord SD is a component for reliable operation
and the avoidance of outages. Its flexibility and compliance
with all innovative, technical and safety-related standards al-
lows it to be incorporated into Netze BW's integrated system
architecture for monitoring intelligent low-voltage systems.
This measuring device can already meet the requirements of
the Netze BW standard. It is therefore an important compo-
nent in the transformation of the power grid into a smart
grid. The multifunctional DEHNrecord SD measuring and
analysis device measures and analyses power quality with a
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DEHNrecord SD with communication link in a digital substation

measuring accuracy of class A as per EN 61000-4-30. Event
messages in the event of limit value violations are sent on the
basis of the EN 50160 standard, which covers voltage charac-
teristics in the public grid.

Decentralised data processing on the device (edge comput-
ing) allows a large amount of measurement data to be col-
lected and processed as quickly as possible.

Special attention was given to the security requirements of the
communication path. In order to securely transport the telem-
etry data (measured values), the transport protocol is based
on the MQTT 5 network protocol. Here, the DEHNrecord SD
must run through a special authentication chain in order to
be able to transmit the data according to the specified secu-
rity standards.

DEHNrecord SD benefits

®» Designed for widespread use for analysing and mon-
itoring the power quality of three-phase low-voltage
systems with Class A measurement accuracy deep in-
side the low-voltage system

=® Device management: registration of new devices and
manageability of different groups and authorisation
roles

=® Condition monitoring of the device and the rolling
out of firmware updates on individual devices, de-
vice groups or on a large scale with the help of mass
rollouts

= Flexibility: all functions, such as changes to the con-
figuration, can be made easily via remote access

®» The security measures of the DEHNrecord SD ensure
that data transmission enjoys the best possible pro-
tection against cyberattacks and data espionage
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